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Abstract: Basic concepts and classification. It depends on each entity registered 
in the computer system (user or process acting on behalf of the user) and the 
information that identifies it in one sense. This can be a number or a string of 
characters that names the subject. This information is called the subject identifier. If a 
user has an identifier registered on the network, he or she is considered a legal or 
otherwise illegal user. Before using computer resources, the user must go through the 
process of identification and authentication of the computer system. Password-based 
authentication. One of the most common authentication schemes is simple 
authentication, which is based on the use of traditional multiple passwords. A simple 
user authentication procedure for a network can be imagined as follows. When a user 
tries to use the network, he types his ID and password on the computer keyboard. 
This information is sent to the authentication server for processing. A reference is 
found in the database for the user ID stored on the authentication server, from which 
the password is found and compared with the password entered by the user. 
Certificate-based authentication. When the number of users on a network is measured 
in millions, the initial user registration process associated with assigning and storing 
user passwords can be very large and difficult to implement. In this case, 
authentication based on digital certificates is a rational alternative to the use of 
passwords. When digital certificates are used, the computer does not store any 
information about network users. Such information is provided by the users 
themselves in the request-certificates. In this case, the responsibility for storing 
confidential information, especially secret keys, rests with the user[1,2]. 
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Basic concepts and classification. It depends on each entity registered in the 
computer system (user or process acting on behalf of the user) and the information 
that identifies it in one sense. This can be a number or a string of characters that 
names the subject. This information is called the subject identifier. If a user has an 
identifier registered on the network, he or she is considered a legal or otherwise 
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illegal user. Before using computer resources, the user must go through the process of 
identification and authentication of the computer system. Identification is the process 
of identifying a user by his or her ID. This is a function that is performed first when 
the user tries to use the network. The user provides the system with its identifier upon 
request, and the system checks its presence in its database. Authentication is the 
process of verifying the authenticity of a reported user, process, or device. This 
verification allows the user (process or device) to make sure that it is real. In the 
process of authentication, the auditing party assures the audited party of its 
authenticity, and the audited party is actively involved in the exchange of 
information. Typically, a user verifies their identity by entering unique, unknown 
information about themselves (such as a password or certificate). Identification and 
authentication is an interrelated process of identifying and verifying the authenticity 
of subjects (users). It is up to the system to allow a particular user or process to 
access system resources[2]. 
II. Methods 
After identifying and authenticating the subject, authorization will begin. 
Authorization is the process of giving a subject certain authority and resources in the 
system, that is, authorization defines the scope of the subject's actions and the 
resources it uses. If the system cannot reliably distinguish an authorized person from 
an unauthorized person, the confidentiality and integrity of the information in that 
system may be compromised. Authentication and authorization procedures are 
inextricably linked to user traffic management procedures. Accounting is the act of 
recording a user's actions on a network, including his or her attempts to use resources. 
This reportinformation is critical for the disclosure, analysis, and appropriate 
response to security incidents in a network from a security perspective. In the 
protection of data transmission channels, mutual authentication of subjects, ie mutual 
confirmation of the authenticity of the subjects connected through communication 
channels, must be performed. Authentication is usually done at the beginning of the 
session, during the connection of subscribers. The term "connect" refers to a logical 
connection between two entities in a network. The purpose of this procedure is to 
ensure that the connection is made with the legal entity and that all information 
reaches the intended destination. An entity may present various grounds to the system 
to prove its authenticity. Depending on the basis of the subject, the authentication 
process can be divided into the following categories: - on the basis of knowing 
something. Examples include passwords, PINs (Personal Identification Numbers), 
and secret and public keys displayed in "response" protocols; - on the basis of 
ownership of something. Typically these are magnetic cards, smart cards, certificates, 
and touch memory devices; - on the basis of some inviolable characteristics. This 
category includes methods based on the user's biometric characteristics (voices, retina 
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and retina, fingerprints, palm geometry, etc.). Cryptographic methods and tools are 
not used in this category. Biometric characteristics are used to control the use of a 
building or any technique. Authentication processes can also be categorized 
according to the level of security provided. According to this approach, 
authentication processes are divided into the following types: - authentication using 
passwords and digital certificates; - Strict authentication based on cryptographic 
methods and tools; - authentication processes (protocols) with the ability to prove 
with zero knowledge; - biometric user authentication. From a security point of view, 
each of the above allows you to solve specific problems. Therefore, authentication 
processes and protocols are actively used in practice. At the same time, it should be 
noted that the interest in authentication, which has the property of proving with zero 
knowledge, is more theoretical than practical. Perhaps in the near future they can be 
actively used to protect the exchange of information. The main attacks on 
authentication protocols are: - masquerade (impersonation). By attempting to present 
himself as another person, the user intends to have the ability and privilege of action 
by that person; - interleaving attack. A person with a malicious intent participates in 
this process of authentication exchange between the two parties with the intention of 
modifying the traffic. There are the following types of swaps: authentication between 
two users is successful, and once the connection is established, the intruder removes 
one of the users and continues to work on his behalf; - replay attack. Authentication 
information is repeated by one of the users; - reflection attak. One of the options of 
the previous attack is that during the attack, the intruder returns the information that 
was intercepted during this session of the protocol. - forced delay. A person with bad 
intentions will catch some information and pass it on after a while. - chosen text 
attack. A malicious person tries to capture information about long-term cryptographic 
keys by intercepting authentication traffic. The following methods are used in the 
construction of authentication protocols to prevent the above attacks: - the use of 
mechanisms such as "request-response" time stamps, random numbers, identifiers, 
digital signatures; - link the authentication result to the next actions of users within 
the system. An example of such an approach would be to share secret session keys 
that will be used in subsequent user interactions during the authentication process; - 
Periodically perform authentication procedures within the established communication 
session, etc. The timing mechanism allows you to record the time for each message. 
In this case, each user of the network can determine how old the incoming message is 
and decide not to accept it, because it can be false. When using a timer, there is a 
problem with the allowable time interval to confirm the authenticity of the session. 
ydo This is because a "time stamp" message cannot be transmitted in an instant. Also, 
the sender's and sender's clocks cannot be completely synchronized. The following 
characteristics should be considered when comparing and selecting authentication 
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protocols: - Presence of mutual authentication. This feature reflects the need for two-
way authentication between the parties to the authentication exchange; - 
computational efficiency. The number of steps required to complete the protocol; - 
communication efficiency. This feature displays the number and length of messages 
required to perform authentication; - the presence of a third party. An example to a 
third party is a trusted server that distributes symmetric keys, or a server that 
implements a certificate tree for distributing public keys; - the basis of security 
assurance. Examples include protocols that prove with zero knowledge; - 
Confidentiality. The method of storing serious key information is kept in the fall[3,4]. 
Password-based authentication. One of the most common authentication 
schemes is simple authentication, which is based on the use of traditional multiple 
passwords. A simple user authentication procedure for a network can be imagined as 
follows. When a user tries to use the network, he types his ID and password on the 
computer keyboard. This information is sent to the authentication server for 
processing. A reference is found in the database for the user ID stored on the 
authentication server, from which the password is found and compared with the 
password entered by the user. If they match, the authentication is considered 
successful and the user receives legal status and access to the territories and network 
resources defined for his status through the authorization system. Simple 
authentication using a password Obviously, the authentication option by transferring 
a user's password without encryption does not guarantee even a minimal level of 
security. To protect the password, it is necessary to encrypt it before transmitting it 
through an unprotected channel. To do this, the circuit includes encryption EC and 
decryption PC tools. These tools are controlled by a shared secret key K. User 
authentication is based on the authentication of the initial diamond RA, which is 
played on the authentication server with the password RA sent by the user. If the RA 
and RA values match, the password RA is valid and user A is valid. Simple 
authentication organization schemes are distinguished not only by the transmission of 
passwords, but also by the types of their storage and verification. The most common 
method is to store users' passwords in system files in the open. This sets the read and 
write protection attributes for the files (for example, by describing the appropriate 
privileges in the operating system usage checklist). The system compares the 
password entered by the user with the record stored in the password file. This method 
does not use cryptographic mechanisms such as encryption or one-way functions. 
The disadvantage of this method is that the intruder has access to administrator 
privileges on the system, as well as system files, including password files. From a 
security point of view, it is convenient to transfer and store passwords using one-way 
functions. In this case, the user must send a one-way image of the password instead 
of the open form. Simple authentication systems based on multiple passwords are less 
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tolerant because the authentication information is composed of a relatively small set 
of meaningful words. The expiration date of multiple passwords should be set in the 
organization's security policy, and such passwords should be changed regularly. 
Passwords should be chosen so that they are not in the dictionary and are difficult to 
find. Different passwords are used for each request to be used for authentication 
based on one-time passwords. A one-time dynamic password was only allowed to use 
the system once. If, even if someone catches it, x, am will not give the password in 
the background. Typically, an authentication system based on one-time passwords is 
used to verify remote users. The generation of one-time passwords can be done by 
hardware or software method. Disposable passwords use external microprocessor-like 
miniature devices similar to plastic payment cards. Commonly referred to as 
switchesThese cards have a keyboard and a small display window. Here are some 
ways to use one-time passwords to authenticate users: 
1. Use a time stamp mechanism based on a single time system. 
2. Use a list of random passwords common to the legal user and the checker and 
their reliable synchronization mechanism. 
3. Use a pseudo-random number generator with the same initial value common 
to the user and the controller. An example of the first method is SecureID 
authentication technology. The technology was developed by Security Dynamics and 
implemented on the servers of a number of companies, including Cisco Systems. The 
authentication scheme using time synchronization is based on an algorithm that 
generates random numbers from a certain time interval. The authentication scheme 
uses the following two parameters: 
• a secret key for each user, consisting of a unique 64-bit number assigned to the 
authentication server and stored on the user's hardware key; 
• Current time value. 
When a remote user tries to use the network, he is prompted to enter his personal 
identification number. The PIN consists of four decimal digits and six digits of a 
random number displayed on the hardware key display. The server executes an 
algorithm to generate a random number based on the user's private key in the 
database and the current time value using a user-entered PIN code. The server then 
compares the generated number with the number entered by the user. If these 
numbers match, the server allows the user to use the system. Using this authentication 
scheme requires strict time synchronization of the hardware key and the server. This 
is because the hardware switch will work for several years and therefore the 
compatibility of the hardware switch with the server’s internal clock may gradually 
deteriorate. To solve this problem, Security Dynamics uses the following two 
methods: 
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• When a hardware switch is developed, its deviation from the timer frequency is 
accurately measured. This value of the deviation is taken into account as a parameter 
of the server algorithm; 
• The server monitors the code generated by a particular hardware key and 
adapts to that key as needed. 
There is another problem with this authentication scheme. The hardware is a real 
password for a small period of time, generated by a random number of keys. 
Therefore, in general, there may be a short-term situation where a hacker can 
intercept the PIN code and use it to access the network. This is the weakest point of 
the authentication scheme based on time synchronization. Another option for 
authentication using a one-time password is authentication using a "request-answer" 
scheme. When a user tries to use the network, the server sends him a request in the 
form of a random number. The user's hardware key decrypts this random number 
using, for example, the DES algorithm and a secret key stored in the user's hardware 
key memory and in the server's database. Random number - the request is returned to 
the server in encrypted form. The server, in turn, encrypts the random number it 
generates using the same DES algorithm and the user's private key from the server's 
database. The server then compares the encryption result with the number from the 
hardware key. When these numbers match, the user gets access to the network. It 
should be noted that the use of the "request-answer" authentication scheme is more 
complicated than the authentication scheme that uses time synchronization. The 
second way to use a one-time password to authenticate a user is to use a list of 
random passwords that are common to both the user and the checker, and their trusted 
synchronization mechanism. A split list of one-time passwords is a sequence or set of 
secret passwords, each password being used only once. This list must be shared in 
advance between the parties to the authentication exchange. One version of this 
method uses a questionnaire. This table contains the queries and answers used by the 
parties for authentication, and each pair must be used only once. The third way to use 
a one-time password to authenticate a user is to use a pseudo-random number 
generator with the same initial value that is common to both the user and the checker. 
There are the following options for implementing this method: 
 • One variable martali password sequence. In the next authentication session, 
the user creates and transmits an encrypted password in the secret key obtained from 
the previous session password for that particular session; 
 • a sequence of passwords based on a one-way function. The essence of this 
method is the sequential use of a one-way function. From a security point of view, 
this method is preferable to the method of changing passwords. One of the most 
common one-time password-based authentication protocols is the standardized S/Key 
(RFC 1760) protocol on the Internet. This protocol has been implemented in many 
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systems that require remote user authentication, including Cisco's TACACS + 
system[4]. 
III. Results 
Certificate-based authentication. When the number of users on a network is 
measured in millions, the initial user registration process associated with assigning 
and storing user passwords can be very large and difficult to implement. In this case, 
authentication based on digital certificates is a rational alternative to the use of 
passwords. When digital certificates are used, the computer does not store any 
information about network users. Such information is provided by the users 
themselves in the request-certificates. In this case, the responsibility for storing 
confidential information, especially secret keys, rests with the user. Digital user 
identification certificates are issued by the Certificate Authority SA (Certificate 
Authority) at the request of users, subject to certain conditions. It should be noted that 
the process of obtaining a certificate itself involves a step of verification (ie, 
authentication) of the user. In this case, the inspection party will be the certification 
body (certification center SA). To obtain a certificate, the client must provide the 
certification center with identification information and a public key. The list of 
required information depends on the type of certificate to be obtained. After verifying 
the user's authentication, the certification body places its digital signature on a file 
containing the public key and user information and issues a certificate to the user 
confirming that the public key belongs to a specific person. The certificate is an 
electronic form and contains the following information: - public key of the certificate 
holder; - information about the certificate holder, for example, name, e-mail address, 
name of the organization, etc. - the name of the organization that issued the 
certificate; - Electronic signature of the certification body - information in the 
certificate encrypted using the secret key of this organization. A certificate is an 
authentication tool when a user accesses network resources. In this case, the role of 
the verifying party is performed by the authentication server of the corporate 
network. Certificates can be used not only for authentication, but also to grant certain 
rights of use. To do this, the certificate contains additional margins that indicate 
whether the certificate holder belongs to a particular category of users. It should be 
noted that public keys are inextricably linked to certificates. A certificate is a 
document that proves the identity not only of an individual but also of a public key. A 
digital certificate establishes and guarantees compatibility between a public key and 
its owner. This eliminates the risk of replacing the public key. If a subscriber receives 
a public key from a certificate exchange partner, he can verify the digital signature of 
the certification center on the certificate using the public key of this certification 
center and make sure that the address and other information of the public key belongs 
to the user specified in the certificate. Using certificates eliminates the need to store a 
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list of users with their passwords on corporate servers. It is enough to have the names 
and public keys of certification organizations on the server. The use of certificates is 
based on the relative scarcity of certification bodies and the assumption that their 
public keys can be used by all interested individuals and organizations (e.g., through 
publications in journals). When carrying out the authentication process on the basis of 
certificates, it is important to address the question of who will perform the functions 
of the certification body. It is only natural that the company should solve the problem 
of certification of employees. The company knows its employees well and can take 
on the task of identifying them. This is the first authentication at the time of issuance 
of the certificatefacilitates the healing process. Businesses can use existing software 
products that automate the process of generating, issuing, and servicing certificates. 
For example, Netscape Communications offers servers to businesses to issue personal 
certificates. Independent commercial certification centers may also be involved in the 
performance of the certification body. Such services are offered, in particular, by the 
certification center of Verisign. The certificates of this company meet the 
requirements of the international standard X.509. These certificates are used in a 
number of data protection products, including the protected channel SSL 
protocol[4,5]. 
IV. Discussion 
Strict authentication. The idea of strict authentication in cryptographic protocols 
is as follows. The examining (proving) party proves his/her authenticity to the 
examiner by demonstrating that he/she knows some secret. For example, this secret 
may be pre-distributed securely between the parties to the authentication exchange. 
Proof of knowledge of the secret is carried out using a series of queries and answers 
using cryptographic methods and tools. Most importantly, the proving party only 
demonstrates that it knows the secret, and the secret itself is not revealed during the 
authentication exchange. This is ensured by the respondent's responses to the 
investigator's various inquiries. In this case, the final request depends only on the 
user's password and the initial request, which consists of a large number of randomly 
selected at the beginning of the protocol. In most cases, due to strict authentication, 
each user is authenticated by the fact that they have their own private key. In other 
words, the user has the ability to determine if his communication partner has the 
appropriate secret key and he can use this key to prove that he is a real partner in the 
exchange of information. According to the recommendations of the standard X.509, 
the following procedures for strict authentication are distinguished: - one-way 
authentication; - two-way authentication; - three-way authentication. One-way 
authentication involves one-way information exchange. This type of authentication 
allows: - confirmation of the authenticity of only one side of the information 
exchanger; - identify violations of the integrity of transmitted information; - detection 
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of "repeat transmission" type of attack; - ensure that the transmitted authentication 
information is used only by the verifying party. Bilateral authentication is an 
additional response from the investigating party to the proving party in relation to the 
unilateral. This response should reassure the examiner that the contact is being 
authenticated by the intended party. Triple authentication includes the transfer of 
additional information from the provider to the investigator. This approach allows 
you to avoid the use of time stamps when conducting authentication. It should be 
noted that this classification is conditional. The set of methods and tools used in 
practice depends on the specific conditions of the authentication process. Strict 
authentication requires unconditional coordination by the parties of the cryptographic 
algorithms used and a number of additional parameters[3,4,5]. 
V. Conclusion 
Before building specific options for strict authentication, it is important to 
consider the functions and capabilities of the one-time parameters. One-time 
parameters are sometimes called "nonces" - a quantity that cannot be applied to a 
target more than once. One-time parameters currently in use include random 
numbers, timestamps, and sequence numbers. One-time settings allow you to prevent 
transmission duplication, switch between authentication swap sides, and attack with 
plain text selection. One-time settings can ensure the uniqueness, uniqueness and 
timeliness of the transmitted messages. Different types of disposable parameters can 
be used separately or complement each other. Examples of the use of one-time 
parameters are: - Checking the timeliness of protocols based on the principle of 
"question-answer". In such verification, random numbers, time symbols with 
synchronization of hours, or sequence numbers for a specific pair (checker, proof) 
can be used; - guarantee of timeliness or uniqueness. This is done by directly or 
indirectly controlling the one-time parameters of the protocol; - unambiguous 
identification of a message or sequence of messages. An arrowis done by 
constructing a single value of a growing sequence or random numbers of 
corresponding length. It should be noted that one-time parameters are widely used in 
other versions of cryptographic protocols. Rigid authentication protocols can be 
divided into the following groups depending on the cryptographic algorithms used: - 
Rigid authentication protocols based on symmetric encryption algorithms; - Strict 
authentication protocols based on one-way key hash functions; - Strict authentication 
algorithms based on asymmetric encryption algorithms; - Strict authentication 
algorithms based on electronic digital signatures[5]. 
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